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Author: Catherine Geyman
In today’s global supply chains, the threats
that are most likely to elude identification are
those buried deep in an organisation’s
upstream supply chains. The loss of a direct,
single source of a key material could prove a
major headache for one company, but what
happens if the common source of an industry
feedstock should fail? How can an
organisation or an industry sector anticipate
and deal with “the seemingly unrelated
consequences and vulnerabilities stemming
from global connectivity.”? Sheffi (2005)

When a complete industry sector is highly
exposed to a common threat, there is a strong
argument for collective action. In the case of
an essential public service or significant public
exposure, the government could also
collaborate with industry to engineer a
solution. Whilst, from an industry perspective,
there needs to be a pretty strong cost benefit
case for competitors to collaborate, there are
examples where this approach works
effectively for all concerned.

Clairvoyance is not a required competence of
the supply chain risk manager, rather industry
know-how combined with systematic analysis
is the only sure-fire way of identifying the
most vulnerable nodes buried deep in your
supply chains. If a business does not consider
such nodes to be important, based on their
own exposure, then sharing them with
competitors should promote the exposure to
mission critical status. Should such a node fail
when an organisation is not acutely aware of
its criticality then the competition could react
with greater urgency to secure remaining
capacity.

Industry Wide Exposures to Common Failures
Shared industry exposures can be distilled into
two broad sources:

Identifying vulnerabilities is only half the
battle; mitigating the risk can be the real
challenge. Take an example where in depth
analysis reveals that the critical suppliers of a
key component, and their alternatives, lie
along a particularly active Japanese fault line.
In such a case what mitigating actions are
available? Not many. This is often when the
Operations Team may view risk management
as a purely academic exercise. However, if an
organisation is able to quantify that a large
proportion of its profits are exposed to that
fault line, then this is the starting point for
justifying investment in establishing sources
elsewhere.
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i)

Industry sectors with multiple sources
of key materials or components that
are concentrated in one geographic
area and exposed to the same threat.

ii)

Industry wide dependencies on unique
components from single sources

i) Geographic Concentration, Regional
Threats:
Geographic clustering of companies
supporting a particular market is common
place either for agricultural, skills or
sometimes even tax reasons. If geographically
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specific threats affect those regions of
concentrated specialism then that industry
sector might be in trouble. Concentration +
Catastrophic threat could be a ticking time
bomb for that sector.

ii) Industry Dependencies on Key Suppliers
In certain high tech or strictly regulated
industries, there often are unique sources of
materials or components that are shared
throughout that sector. If the flow of these
fundamental building blocks should be
interrupted for any length of time the effects
would be felt across the industry, particularly
where the impacted company only retains justin-time inventory.
•

Regulation: Highly regulated industries
such as pharmaceuticals are dependent
across their portfolios on common
materials such as tablet excipients. Whilst
these may be relatively unsophisticated
chemicals, the strict requirements of the
industry mean that very few chemical
manufacturers have the capability to
deliver a product to the USP (US
Pharmacopeia). The pharma industry felt
exactly this kind of pain in March 2007
when Shin Etsu’s Naoetsu Plant was shut
down by an explosion which interrupted
HPMC supply over an 18 month period11.

•

Technology: Some industries are almost
entirely reliant on unique materials.
Technetium-99m (Tc-99m) is used in
approximately 80% of
radiopharmaceuticals. There are only 5
reactors producing Tc-99m in the whole
world. An 18 month worldwide shortage
of products, used in nuclear medicine
imaging and diagnosis, followed the failure
of one rector in May 2009 which coincided
with a second reactor shutdown12.

Unfortunately there are many current
examples of how extreme weather events,
natural disasters, infectious diseases and civil
unrest have hit certain industries in particular.
The impact on that industry depends on the
nature of the material, component or product
manufactured there:
•

•

If a commodity or industry feedstock is
impacted, the extreme event will limit
capacity. This generally results in
increased prices, rather than a complete
supply outage experienced by the end
user (see Cases 1 and 2 – Civil Unrest and
Extreme Weather).
If a specialised component, material or
product is impacted, the extreme event
could cause supply outages that are
ultimately experienced by whole industry
sectors (see Case 3 – Natural
Catastrophe).

Companies subscribing to the principles of lean
production hold minimal stock levels and any
major stoppage beyond a few days can bring
their supply chains to a grinding halt. In April
2010 both BMW and Nissan were forced to
suspend production due to the disruption
caused by the Icelandic volcanic ash cloud13.
www.supplychain-risk.com
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Solution:
Step 1. Take Individual Responsibility:
Understand the Dependency

How to Combat the Contagions?
Problem:
If large parts of certain industry are exposed
to single points of failure, what constructive
steps can individual companies take to bring
the exposures down to an acceptable level?
•

•

In common with most complex organisational
challenges, the starting point is to understand
the scale of the issue. In this case, that means
quantifying the value stream dependency not
only on direct suppliers, but also on suppliers
of suppliers. (See Figure 1).

In the case of commodities that genuinely
can only be sourced from certain regions
due to agricultural reasons or the location
of natural resources, arguably all
companies can do is try to smooth their
costs using financial instruments and
purchasing strategies. Even that has
drawbacks if not executed in a joined up
manner. In 2001, Ford had to write off
$1b after not talking to their catalytic
converter R&D team and locking in to
buying Palladium at the top of the
market14.

1. Drill back up the supply chain and
classify the materials supplied at each
node in the supply chains, prioritising
those using ‘vendor vulnerability’
criteria such as Critical Commodities,
Unique Materials, etc.
2. For the materials fall into the high
risk categories:
a. Quantify the value at risk:
i. Focus on the impact. Quantify
what is unique, or supply
constrained in any way, this
will help justify the mitigating
action and resist the lean
manufacturing initiatives
where they expose the
organisation to unacceptable
levels of risk.
b. Oblige your suppliers to do their
own supply chain risk assessment
and share the findings
c. Increase your own due diligence.

In the case of highly specialised materials
that are exposed to a common threat, or
industry sectors that rely on a single
sourced material, then it is it acceptable
for those industries to state that they are
at the mercy of market forces?

Taking it a step further, if it is a challenge for
industries to create redundancy in their direct
supply base, how much harder is it to ensure
diversity in their Tier 2 or Tier 3 suppliers?
How can risks be mitigated as direct control is
taken outside the organisation?

3. Deep dive. When the analysis is
complete and you have been
reassured by the existence of multiple
sources, don’t be lulled into a false
sense of security. Be aware of the
possibility of common mode failures:
a. Completely independent
manufacturing routes may share
the same raw material suppliers,
such that your apparently high
redundancy supply chain is in fact
single sourced upstream

The huge heparin recall scandal of 2008,
lead one of the most publicly impacted
companies, Baxter to dig deep in its
supply chain to eventually find the root
cause of the contamination in key starting
materials sourced from China. Baxter’s
CEO, Bob Parkinson admitted:

“Clearly it raises questions about
oversight of vendors….not just
vendors but vendors of vendors”

www.supplychain-risk.com
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b.

Materials that may have multiple
sources could be concentrated in
the same geographical area and
therefore exposed to the same
threat.

companies such as British Airways,
Barclays and HSBC, whose systems form
part of the Critical National Infrastructure,
to increase protection from cybercrime.
There are also examples of when companies,
suppliers and communities have worked hand
in hand to rapidly recover from catastrophe.

“There is a very high chance that silicon
wafers being marketed by non-Japanese
companies may have actually been
sourced from Japanese manufacturers.

• In February 1997 a fire destroyed Aisin
Seiki’s factory in Japan. Toyota were
dependent on Aisin as a single source of a
critical brake valve and they carried only 4
hours inventory, yet they were able to
recover within a week through the
combined efforts of the local community
and Toyota’s remaining supply base17.

It is often not possible to tell where
the product is being manufactured or
sourced from.” 15
E Fingleton, Tokyo economics author March 2011

Step2. Take Collective Responsibility:
Consider Mutual Mitigation

Mutual risk transfer funding has also been a
reality in the insurance sector for many years,
with competitors working together in industry
facilities such as Oil Insurance Ltd and
Pharmaceutical Insurance Ltd to provision for
future losses.

There are numerous examples of industry
exposures being judged worthy of collective
action, either in the form of mutual
mitigations or collective contingency planning.
Often the government plays a key role in
bringing competing companies together to
deliver targeted, cost effective risk mitigation
solutions, particularly where there is a strong
public interest in maintaining a product or
service.
•

•

•

•

Conclusions
Many companies do not fully understand their
end to end supply chains and are not well
placed to identify ‘buried’ dependencies.
Systematic supply chain analysis and
quantification of the value at risk can help to
identify critical exposures and justify practical
mitigating actions such as establishing
alternative sources in geographically distinct
areas or holding more strategic stock.

Following the shortage of the
radioisotope Tc99m, the American
Nuclear Society identified the need to
develop a domestic production capability.
Major oil producers periodically come
together to share business resilience best
practice as the Oil Companies Security
Committee.
Scottish distillers have a track record of
mutual back up, formalised more recently
in shared COMAH plans16.
The UK Strategic Defence and Security
Review of 2010 placed Cyber threats in
the top four most serious threats facing
UK. As a result the Government is
collaborating with private sector
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Certain industries are, by their nature more
exposed to common mode threats than
others. Many of the collaborations described
in this paper, have been in response to major
events, rather than in anticipation of them. If
industry exposures are to be reduced to
acceptable levels, more effort is required in
identifying common weaknesses and working
together to create greater supply chain
resilience.
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Please note that the majority of this paper was researched and written prior to the Japanese earthquakes of
March 2011. The longer term consequences of this tragic event are still unfolding, but the author felt that its
initial impact could not be ignored, hence the inclusion of Case 3 and Reference #15.
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